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St Andrew’s Cures IT infrastructure Headache

Healthcare leader brings cutting edge Wi-Fi integration to multiple UK sites

Background

With 3,500 staff and 1,000 beds dispersed over 5 locations, St Andrew’s is the UK’s largest charitable provider of secure mental health care.

Widely recognised as an innovator in the sector, the organisation offers specialist services and state-of-the-art therapeutic and recreational facilities to its NHS and private partners.

The Challenges

Consistently delivering such a high standard of mental healthcare demands an environment that offers the highest levels of privacy and safety for patients, staff and visitors alike. IT infrastructure has a key role to play in this. As a large and growing organisation, it can be a challenge to maintain continuity of performance across all IT areas over time. In 2009, with an ambitious programme of expansion and development planned for its care services, St Andrew’s recognised that there was a real opportunity to further enhance its service standards by upgrading its IT infrastructure.

This was also in line with Government environmental thinking, which sought to take a more robust attitude towards the protection of healthcare staff, suggesting that infrared solutions, which can be easily blocked (e.g. by someone holding onto you, or throwing a coat over you), could be replaced with Wi-Fi devices utilising RTLS (Real Time Location Services) for keeping track of personnel in a healthcare context. 
St. Andrews was keen to utilise the benefits of Wi-Fi devices to protect and inform staff and it was decided to run a concurrent program of installing the latest technology in to the two new hospitals that were being build as well instigating a 2 year programme to retro fit all existing buildings with the same technology. This would provide St Andrew’s with a single robust platform that will run staff safety applications alongside advanced communications; productivity and increased quality of bedside care applications.

The objective of the upgrade would be to create a next-generation, campus-wide Wi-Fi network that supported voice, data and real-time tracking of staff protection devices across all sites. St Andrew’s began the process by selecting its provider.

Commenting on the business challenge ahead, St Andrew’s IT Director, Paul Kirkpatrick said: “Some of our older technology had not been configured to optimise performance and return. Other elements were simply out of date and creaking at the seams. We needed to leverage what we had where possible, whilst setting a standard footprint for technology across all our sites, using industry best practice and providing a secure platform for future growth and innovation.”

Realising that project communication and continuity would be essential at an important time of change for the institution, St Andrew’s looked to appoint a single solution provider capable of managing the whole programme.

After a comprehensive tendering process, leading managed IT and communications services provider, Comtact was selected. Having already worked with St Andrew’s on some key projects, Comtact not only had a strong understanding of the facility’s charity wide objectives and standards, but had already proven its specialist design skills and project management.

The company was therefore well placed to take on the role of technology advisor and aggregator, while also providing additional support in terms of selecting and simultaneously managing multiple vendors and service partners.

Comtact was briefed to deliver a solution that met three stipulations. It should be:
· Highly available

· Highly resilient 

· Highly secure

The ability of the chosen solution to deliver services over a single secure, high bandwidth wireless network was a must, along with the provision of a fully-hosted disaster recovery service and the support of a management wrap. 

Comtact’s CEO, Dominic List, comments: 
“St Andrew’s is known to be an innovator in its field, with patient care at the centre of its offering. Management places great emphasis on ensuring a secure and beautiful environment, where patients can feel relaxed and safe, and we knew that the technology had to reflect this.”
The Solution

Through a thorough consultative approach, Comtact was able to identify in detail St Andrew’s exact requirements and begin the process of sourcing and evaluating technological options that would offer better user access and mobility.

After a detailed network and security audit, market study, setting of design requirements, and product benchmarking, Comtact identified three vendors who met the requirements and could form the solution:

· Cisco (currently boasts the largest number of Wi-Fi deployments in healthcare); 
· Trapeze (with Real Time Location Services deployments in healthcare in UK and Europe already under its belt); 
· Motorola (who has a wealth of experience in wireless communications and mobile application delivery).

At the core of the wireless solution was Motorola’s RFS7000 Wireless (Wi-NG) architecture and Air Defence intrusion prevention system running over a fully integrated HP switched LAN with multiple VLANS, server-switch distributed trunking and remote intelligent monitoring, coupled with Cisco’s Call Manager IP Telephony system. 
The new wireless network incorporates indoor and outdoor Real Time Location Services, IP voice with presence, advanced security, pager network and ‘always on’ voice communication, man down alarms, asset tracking, with the future ability for additional services such as accurate bedside drug administration (using tablet PCs) and remote worker monitoring utilising Ekahau and Ascom devices for wireless RTLS and emergency voice traffic.
The Motorola solution has one of the most sophisticated security applications (Air Defence) on the market today. Fully HIPPA compliant, it is able to mitigate threats such as rogue client detection, WLAN denial of service and provide forensic analysis and advanced features such as geo-fencing. The result is unprecedented staff and patient safety on-site 24/7, though still providing accurate control over permissible access and traffic types (i.e. internet services can be permitted, instant messaging between specified users or zones can be blocked).

To further enhance security, the system supports an IP-enabled charity wide CCTV network trunked to a central control centre, so St Andrew’s can now monitor remote locations from a central security hub.

Utilising the new IP network, St. Andrews were able to roll out a full IPTV solution to their service users allowing satellite and terrestrial TV services to be delivered to communal areas and patient rooms across the whole charity. The Exterity system allows granular control over content, so viewing can be tailored to patient risk profiles and allow staff full control of the viewing experience.

Having built and tested the solution, Comtact managed the procurement process and then, using Prince2 and ITL certified processes, planned and organised its roll out, starting with the St Andrew’s 107-acre main campus, before progressing to its regional facilities.

Where possible, Comtact paired the rollout with other planned development and building activity, so that engineers could access buildings when they had already been vacated by patients and staff for refurbishments. This resulted in minimal disruption to the day-to-day running of the facility. 

The Benefits to St Andrew’s
The new wireless network not only allows tracking of staff in real time, but also improves response times should an incident occur. The system can accurately triangulate the position of a device to within a metre inside and in the prominent outside areas, and includes an accelerometer that sounds the alarm in the event of a violent movement. The display screen on the Wi-Fi staff device also reassures staff their call for help has been received and is being responded to.
“Once we have completed the infrastructure works across all our estate it is hoped staff will only have to carry one multi-function device that serves as personal alarm, phone, pager and push to talk radio” comments Paul Kirkpatrick. “This gives staff greater flexibility when working across our sites and will greatly reduce the support costs of running multiple devices”.
Through effective tendering processes and supplier audits, Comtact was also able to deliver immediate cost savings of some £135,000, while greater productivity arising through the introduction of the new systems is likely to lead to savings of around 80,000 man-hours over the next five years – money that can be invested in front line care and other areas of the business.

With Comtact’s guidance, St Andrew’s now have a location-wide IT infrastructure, managed to time and budget, fit to deliver 21st century healthcare that meets the needs of both patients and staff.
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